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Deep neural networks (DNN) are vulnerable to input 
perturbations (adversaries, sensorial imperfection)
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Verification community investigated the problem of 
verification of DNN, and created several tools

These tools themselves are prone to errors, especially 
numerical stability problems [Jia et. al, ‘21]



Numerical Instability

• In floating point arithmetic, numbers are represented using finite 
precision, which leads to rounding errors.

• This might compromise soundness of programs.
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Our Goal

The verifier will generate a proof of its results, that could be checked
using an independent and trusted proof-checker, and witness the
reliability of the verifier.
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A query example
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P(x,y) = {𝒙 ∈ 𝟐, 𝟑 × −𝟏, 𝟏 ∧ 𝒚 ∈ 𝟎. 𝟐𝟓, 𝟎. 𝟓 }
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Splitting creates a tree structure to the search. 
The query is UNSAT if and only if all leaves are UNSAT.

Solver searches 
for assignment of LP

UNSAT
(safety of subquery)

Check piecewise-
linear constraints

Split to subqueriesSAT
(counterexample)

Contradiction Assignment

Yes No



Linear Programming (LP)

• Optimizing a linear function 𝑐 " 𝑥 with linear constraints
𝑨𝒙 = 𝟎 ∧ 𝒍 ≤ 𝒙 ≤ 𝒖

where 𝑥, 𝑐, 𝑙, 𝑢 ∈ ℝ/ , 𝐴 ∈ 𝑀0×/(ℝ) and 𝑥 is the variable vector.
𝑙, 𝑢 are the lower and upper bounds of 𝑥, respectively.

When 𝑐 " 𝑥 is constant, LP is a satisfiability problem.
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The Simplex Algorithm

• Creates a tableau equivalent to 𝐴𝑥 = 0, which consists of equations:
𝑥1 = ∑𝑐2 " 𝑥2.
• Initiates assignment 𝑥 = 0. Satisfies equations, but not always bounds.
• In search for a satisfying assignment, the algorithm shuffles the

equations of the tableau, and updates assignment.
• Invariant: Tableau rows are linear combinations of original rows.
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Proof Production

• As a satisfiability query, proving SAT is straightforward – using a
satisfying assignment.
• Proving UNSAT (safety) is more complicated, as the DNN verification

problem is NP-Complete, even for simple cases.
• We suggest a proof of UNSAT.
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Overview
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In the proof tree, nodes represent case-splits, leaves contain contradictions
which are represented by a vector.



Producing proofs

• For Simplex:
• The simple case
• Supporting bound tightening

• Extending to VNN

15



Proof Production
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Millions of iterations 
per subquery



The simple case

Can prove – Simplex reaches a contradiction if and only if a variable has
inconsistent bounds, either from input, or deduced by some tableau row
discovered by the algorithm.

The goal – constructing a vector which corresponds to the contradiction.

The solution –
if input bounds are inconsistent – trivial.
if deduced by some tableau row – use its coefficients vector.
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Example

Tableau (simplified):
𝑏3 = 𝑥3 − 𝑥4
𝑏4 = −2𝑓3
𝑦 = 𝑓4
𝑓3 = 𝑏3
𝑓4 = 𝑏4
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Bounds:
2 ≤ 𝑥3 ≤ 3
−1 ≤ 𝑥4≤ 1

0 ≤ 𝑏3, 𝑏4, 𝑓3 ≤ 0.5
0.25 ≤ 𝑓4, 𝑦 ≤ 0.5

Recall the query example from before, and assume both ReLU 
constraints are active:



−2(𝑏! = 𝑥! − 𝑥") +
1(𝑏" = −2𝑓!) +
0 𝑦 = 𝑓" +
−2(𝑓!= 𝑏!) +
0(𝑓" = 𝑏")

−2𝑏! + 𝑏"−2𝑓!= −2𝑥! + 2𝑥" −2𝑓! −2𝑏!
𝑏" = −2𝑥! + 2𝑥"

Example
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Suppose the LP solver discovers the row:

𝑏4 = −2𝑥3 + 2𝑥4

We have that 𝑏4 ≤ −2𝑙 𝑥3 + 2𝑢 𝑥4 = −2 " 2 + 2 " 1 = −2
But on the other hand, 𝑏4 ≥ 0

The coefficients vector [−2,1,0, −2,0]5, which gives the above row is a 
proof of contradiction.

Example



Proving Contradiction

• When reaching UNSAT, some variable has inconsistent bounds
𝑢′(𝑥2) < 𝑙′(𝑥2), with vectors 𝑓6 𝑥2 , 𝑓7(𝑥2) explaining them.

• The vector 𝑓6 𝑥2 − 𝑓7(𝑥2) creates a row that witnesses contradiction.

• This is a constructive proof for the Farkas’ Lemma, for LP of the Form
𝑨𝒙 = 𝟎 ∧ 𝒍 ≤ 𝒙 ≤ 𝒖.
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Extending proofs to DNN verification - Splits

• Since case-splits produce splits in the search tree, they will also
produce splits in the proof tree.
• The bounds introduced by the case-splits are set as the new ground

bounds, their vectors are reset to zero, and all other vector relate to
them.
• A contradiction proof is relevant only to the most updated ground

bounds – a leaf in the tree.
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Example
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A contradiction in ground bounds



Implementation

• Implemented proof production mechanism and a checker in 
Marabou.
• The checker is simpler than the verifier, and less prone to rounding 

errors. 
• Checked 180 ACAS-Xu queries - 113 returned UNSAT.
• Evaluated along several axes:
• Correctness
• Time overhead of production and checking
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Evaluation

Overall UNSAT proof-tree leaves checked
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1.46M

77

0

Incorrect proofs produced by Marabou, 
reinspected using a trusted SMT solver

Incorrect answers by Marabou

In all cases of the benchmark, even when Marabou produced an incorrect
proof, it still returned a correct UNSAT result.

Marabou:
𝑥 ≥ 0
𝑥 ≤ −5

Real contradiction:
𝑥 ≥ 0
𝑥 ≤ −1



Time Comparison
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Extend support to additional procedures Use proofs for learning conflict clauses



Q&A
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